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Al’s Trust Problem




Al Has A Trust Problem

Al pioneers fea

Our creations are as great a threat to humanity as nuclear war or pandi
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Cmm The growing thr
Why we need saf

—
‘ KV Kurmanath

Hyderabad

The recent tragic event of a
man in the US killing his
mother before taking his
own life, reportedly promp

ted by a Generative Al chat-
bot, underscores significant
mental health challenges as-
sociated with Gen-Al abuse.
Expertsare calling for urgent
guardrails on_how Gen-AI
models handle conversa-
tions, especially concerning
intent to cause harm.
Srikanth Miryala, Con-
sultant  Psychiatrist  at
Northern Health, Melbourne
(Australia), explains that in-
dividuals with severe mental
illnes: such as schizo-
phrenia, often develop false
beliefs or delusions and may
act on them when their men-
tal state deterioraty

He notes that artificial in-
telligence (AI) has recently

i fa s th

ADs easy accessibility
judgmental nature, nd
tendency to confirm users’
thoughts, making mentally
illindividuals vulnerable.
Chatbots often fail to as-
sess risk or intent and lack

no!
ar

DANGER LURKING.
mechanisms to alert wh

mechanisms to alert
when dangerous the
are expressed, insteac
forcing them and ren
doubt, which can l¢
harmful actions.
Psychiatrist ~ Gou
Madiraju said that inc
als with “underlying |
atric problems or a
history of such issue
struggle to  disti
between reality and t
ity”. She observes that
children and adults a
coming addicted to A
like ChatGPT, using
frequently for ace
tasks, which can hi

The (

Society is witnessing a grow
ing enthusiasm for artificial in
telligence (A and its accom
panying tooks.

Much praise has been given
to the benefits of AL particu
rly its ability to assist in mak
ing timely decisions and pro
cessing vast amounts of data
quickly

On the African continent
there is growing inquiry into
the potency Al technology can
leverage in transform
chains within the pubiic and
private sector

Ultimately, this could po-
tentially serve as a catalyst for
economic and social change
for the continent

For SA. a number of re

he academy are
e Al fad by
their research into

value

this area
The desire at best is an:

swering the question as to
leverage Al tech
nology for the betterment of
human and organisat
pability development and out
comes.

Policymakers have re-
sponded by setting up insti
tutes dedicated to prioritising
Al research.

Saliencly, these include the
establishment of the Al Inst
tute of SA 022 and also the
Centre for Armificial Intelli

how we ca

“mental development and clear guidelines.
eliminate the need for tradi-  Ankush Sabharwal,

tional searching”.

Srikanth ~ Velamakanni, ~ CoRovel

Founder & CEO of
i, outlines the re-

Nasscom  Vice-Chairman  sponsibility of ~chatbot

nder regulate Al and formulate

OpenAl

Al agent went rogue and
hacked startup by itself,
OpenAlreveals

Company behind ChatGPT says agent ‘cheated’ an
evaluation by attacking a Hugging Face database

Dan Milmo Global technology editor
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Archives & Al Trust

Issues
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Are Al Bots Knocking
| Cultural Heritage Offline?

MICHAEL WEINBERG

This report captures theimpact that bots building datasets for Al model
training are having on online cultural collections in early 2025.
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Iso getting
inquiries from
o are concerned
their work by Al
ur IR”

‘Al harvester activity is a huge
problem for us. Like an
ongoing DDOS aftack against
our digital platforms”







The problem extends beyond Al models =

Many efforts to build trust in Al focus on improving models.

Archivists and cultural heritage professionals raised wider concerns in interviews:
Rights and fairness Power and livelihoods Accountability and impacts

Bias and discrimination Data monopolies and Lack of transparency !
Copyright violations concentration of power and explainability ﬁ
Privacy violations and Potential job losses Environmental and social ——
data exploitation impacts of unfair Al

Non-compliance with
growing regulation

Better model performance alone cannot address these issues.

We also need to trust the arrangements governing Al’s use.



Some General Requirements for Al Trust

(without any claim to comprehensiveness)

Many different Al Governance Laws,
Standards, Policies and Approaches @ P hiistoss
are emerging . . .

80 ' Controllability

. . . Al systems should perform reliably Al decision-making processes Human operators should retain
US _E)_(eCUtlve_ Order on Pro r_nOtI ng Ad VanC.ed under a variety of conditions and should be understandable and the ability to control and shut
Artificial Intelligence Innovation and Security resist adversarial attacks. explainable. down Al systems if needed.
(2026)

« Canada - governance is established through
centralized standard-setting bodies and cross- 0 Y b T = 7

border agreements, such as the Canada-EU
Memorandum of Understanding on Artificial

Intelligence (2025) and specialized technical 5IA | Alignment ‘ Monitoring
bodies like the Canadian Artificial Intelligence '
Safety Institute (CAISI) Al behaviors should align with Continuous oversight is
. EU Al ACt (2024) human values and ethics. nmei;:ie::rz::) :::::; ziasnscies
«  ISO/IEC 42001 (2023) ¢ ‘

* NISTAI 100-1 Risk Management Framework (Al
RMF 1.0) (2023)

But laws, standards & policies alone are not sufficient — they are difficult
to implement & enforce; they are post facto rather than ab initio



Infrastructure as a form of Governable Digital Territory

Language, records and infrastructure
constitute social reality (Lemieux, 2022, chp. 8) .

The “Life-World” on Ledger

-Egan and Shera (1968) — recorded knowledge as a
foundation of cultural continuity and collective understanding
-Hardwig (1991) - role of trust in knowledge
-Innis (1950) and McLuhan (1964) — communication
media shape institutional reach and continuity across space ;1:511222‘2.‘1:1.L“;‘i‘:i!l‘:‘:i:;t:f.‘;‘:.!;‘:J‘,';!S::,‘?.‘;f_‘J;_;‘i:".':,iz.i;:;"!i':l.';i'ﬁ'.I:.‘;’f‘!,'\‘fi,i::

rs to trust in distribute es of “the truth.”

8.1 From Archival Realities to Socio-Epistemic Realities

While there is much that can be done ex ante to strengthen blockchain and

nly bear witness to ps ¢ involved in or

and time

d in van Bussel,
chival turn®

-Easterling (2014) — infrastructure as an active medium

transparencies inscribed with power relations, and technol
Thus, though records can be conceptu

of governance bl studininve e

truth.

ed as types of evidentials, this is
eing evidence (Yeo, 2007, 2008) or

The method used by archivists to uncover and describe life on file has always

-Bratton (2016) — platforms reorganize sovereignty included studying the manner by which r

Michetti, 2016)." Traditionally, archivists b

ome about (Duranti and

lied the archival method
to the arrangement and description of bodies of archival documents (i.c.,

2020 NSERC Discovery Grant: Solving the Data Double Spending Problem
How can a person or an organization use Al while retaining authority over their records?
How can blockchain make those arrangements more trustworthy?




Clio-X as a Governable Digital
Territory for Al Use




What is Clio-X?

Clio-X is a data space that uses blockchain to bring approved Al tools to records within
controlled environments, enabling custodians to retain authority over access and use and
placing Al trust into a workflow.

It was developed as one outcome of InterPARES Trust Al research (RA-06)

ClioX: Simple Triad Architecture

Users combine data, Al models, and trusted compute — without centralizing data.
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DATA .A- Al MODELS
Held by the custodian m © Local

& Open-source
& Commercial
& ClioX-provided

Not centralized

Structured +
unstructured data

ClioX
ORCHESTRATION

Users combine all three |
through ClioX.
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TRUSTED COMPUTE
ENVIRONMENT

(® Approved jobs run here

{3} CPUs/GPUs

& Different trust levels

4@ Sustainable energy profiles

Compute-to-data by default O Governance embedded in infrastructure Long-term resilience and sustainability

Approved tools go to the data. "_—' Rights, consent, provenance, auditability, Quantum-aware security, verifiable coordination,

Data is not routinely copied into =® and permitted uses become enforceable and preservation workflows support persistence
workflows. and integrity over time.

Choose the right model
for the task

a central pool.

=O Data sovereignty. Institutional control. Trusted Al access.




Clio-X turns authority over access and use and Al
Trust into a governed workflow

] e e H e | - - [E

Cotwogue Pubish Vedly UseCotes < Partsars - Reseurces

HOW IT WORKS

01 An authorized user initiates an Al-

Explore archival data securely. Explore archival data securely. assisted workflow involvi ng
Build knowledge collectively. Build knowledge collectively.

fragmented or rights-governed data.

ClioX brings approved models and

02 computation to the data, securely
orchestrating access without centralizing
or transferring the underlying records.

03 ClioX verifies identity, purpose,

e e s e AI Chatbot Assistant pemissions, consent and licensing rules;
. ) X Chat with an Al assistant powered by your knowledge base from compute job results automates approved IOW-riSk actions and
Email Text Visual Analysis . .
Visuslize Tt Anslyss Resuils from Emei dataset routes exceptions or consequential
- decisions to human review.
............ 04

. Reduced turnaround time, backlog and
cost per case while data remains under
custodial control and every governed
interaction produces a verifiable audit
trail.

CLIOX INVESTOR PITCH DECK
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Making Al Governable: Clio-X, Public Records, and
Community-Based Digital Statecraft in Cameroon

Design & Action research

research with Esther Olembe,

National Archivist of
Cameroon

Demonstrated core functional
capability of Clio-X to enable
organizations to use Al while
retaining authority over
records (robustness,
controllability & alignment),
transparency and enablement
of accountability
(transparency & monitoring)

ClioX | Cameroon Gazette Dataset
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Privacy-Preserving, Accurate & Sustainable Conversational
Search with Index-Aware RAG

Design research with two former students
Chris Zhou and Brandon Li

Demonstrated Alignment (Accuracy &
Environmental Sustainability)

Index-Aware Knowledge Grounding of
Retrieval-Augmented Generation in Conversational
Search for Archival Diplomatics

1" Qihong Zhou
Department of Electrical and Compuer Engineering
University of British Columbia
Vancouver, Canada

gihong zhou@ube.ca Binming. Li@outlook.com vlemieux @ubc.ca

Abstract—This paper discusses a novel index-aware method
of semantically grounding chunking in the preprocessing phase
of a conversational search pipeline. The paper outlines the
novel index-aware chunking strategy, exphiins the
experimental evaluation, and s with a discu:
experimental results. The results indicate that using index-aware
Kknowledge grounding in the conversational search pipeline can
help reduce computational costs, processing resource demands,
hallucinations, and the pree of answers,

Index Ter search, retrieval ted gen-
eration, computational archival science

1. INTRODUCTION

Conversational search is an Al-powered information re-
trieval method that allows users (o ask questions
guage in a manner that simulates human conversation, rather
than relying on specific one-off queries based on
The most comman example of this type of search is the
now ubiguitous chatbot [1]. Conversational search uses natural
language processing to aid information retrieval and digital
interactions that enables users Lo en; with digital platforms
using unstructured, conversational queries. Large Language
Models (LLMs) have revolutionized conversational search by
demonstrating outstanding capacity to retrieve information in
response o natural linguage queries. However, these LLMs
come with high computational demands, require large amounts
of data, and result in considerable energy consumption, all of
which_can_lead_to high_onerational costs_and_enviranmental

Simon Fraser

2 g

Computer

¢ Li 3 Victoria Lemieux
ence School of Informarion
University University of British Colnbia
Vancouver, Canada Vancouver, Canada

———————

’fk\\

means that it is no longer necessary to fit an exhaustive
representation of all world knowledge directly into the model's
parameters. The RAG approach also allows LLMs 1o operate
mare effectively in specialized knowledge domains, such as
archival diplomatics, since the LLM is able 1o access dom:

specific knowledge (0 augment the pre-existing information in
its model.

Despite these advantages, the RAG approach is not perfect
LLMs have input limitations as defined by their context
windows, that is, the maximum number of tokens (roughly
words or sub-word units) that can fit into the model at once
(including both the prompt and the generated response}. Typi-
cal input limits for LLMs are 4K-32K tokens for widely used
commercial models and 128K-200K tokens for cutting-edge
ones [4]. Traditional RAG methods chunk extemal documents
in order 1o segment a knowles

&

ase into smaller, fixed-size

segments representative of the corpus of external documents,
While this approach helps overcome input limitations, it
often fragments contex!. resulting in incomplete retrieval and
diminished precision of query results [5].

In the remainder of this paper, we provide the background
and related research connected to our approach. In section
three, we discuss our approach in detail and the experimental
methodology. Tn section four, we discuss the results of our
experiment, and in section five we present our lessons learned.

1L_BACKCGROUND & RELATED RESEARCEH



Adding Governed Al Compute to a European Cultural
Heritage Data Space

Design research with Brandon Li

De\/e IO ped a p rototy pe Wi th th e 01 Europeana in the ClioX catalogue

capabilities to achieve functional

Clio-X | Europeana: Hamburger Anzeiger, 24 April 1918 — demo

capability to enable archives to use s,
Al through Europeana while # -
retaining : —

Demonstrated Robustness,
Controllability, Alignment,

Transparency, enablement of -
Accountability, Transparency & TN

Monitoring




The Limits of Transparency

Experimental research with former
student Elena Chuang

Supported a deeper understanding
of the issues around Transparency
and Al Safety

changes in trust rating

—_—

110 participants compared
interpretation, trust, and
confidence, across 3 chart types

Did trust in the visualization change?

Limitations of the study

Manipulation check Alternative explanation
75% of participants confirmed that they had People might not be reacting to the specific
definitely noticed a cue. content of the cue at all, but simply to being

reminded the chart was Al-generated, a
phenomenon called algorithm aversion in prior

literature)
Static images Provenance cues
The ClioX visualizations were pre-generated (not People reacted to the cues as caveats and

live Al operating on participant-chosen queries), so limitations rather than an Al's reasoning steps
findings speak to reactions to representative Al
outputs rather than to live human-Al interaction.

Not changed for any chart type or
attitude group, so only trust moved
from the presence of a cue

confidence
t=-0.77,p=.443

trust
t=-218,p=.031




Indigenous Al Safety — Governing the Al Commons

Ongoing research funded by CIFAR
in collaboration with Jacob Taylor
and other researchers in the

TECHNOLOGY ALONE IS NOT ENOUGH ...

National Indigenous Economic The Ecosystem @ * If we are building shared infrastructure, we must also address:
Prosperity Institute at First Partner Role

Nations University

The project pairs Indigenous
worldviews with computer science,
embodying what Mi'’kmaq Elder
Albert Marshall termed “Two-Eyed
Seeing” to show how the collective

governance capabilities of blockchain|
can support alignment with a

D

v
>/J< w Indigen g vern: phl phy mph

hmoy espect, al d ft

specific community’s ethical and

cultural values




Transparency & Sustainability =

Research with Dr. Satoru Nakamoru, Cottogue Publish Verly Use Cases v Partners v Resources _Glasary
Tokyo University, Japan &

Choosing where to run a job
D r. G ab rie I I a Laat i kai nen , VTT La bs, A short decision exercise: compare providers for several jobs and choose one for each.

Finland sty
Designed a prototype that measures
energy and water usage for Clio-X

_ _ ] B ) 2een v e o o] (o]
com pute JObS. Plannmg to run & g e sty e < s s
computational consumer choice Choosing where to run a job

A short decision exercise: compare providers for several jobs and choose one for each

experiments to assess the effects of

g madii. The jab an the pravider are a dem. The values are

transparency.

Demonstrating alignment




Clio-X findings and anticipated findings

v/ Sovereignty

Cameroon
preservation

v/ Accuracy and
Index-Aware RAG environmental
sustainability

Europeana v/ Sovereignty

integration v 4 v preservation 4
Indigenous Al v/ Sovereignty

safety preservation

Environmental

sustainability v Sustainability

Findings to date and anticipated findings are shown together.



Conclusion




It is strongest for: It is weaker for:

BIOCkChain Governance
alone : Accountability
does not solve Auditability
a“ AI Safety Provenance
Cha"enges, : Access control

3 ‘ & Institutional trust

Model interpretability
Hallucination reduction
Bias mitigation

Alignment of autonomous
systems

Frontier Al containment

Semantic understanding
Decentralized coordination of Al outputs

DO e 08

Blockchain is best understood as:

an enabling governance and trust infrastructure for Al
Safety, rather than a complete Al Safety solution by itself.

30
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