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AI’s Trust Problem



3

AI Has A Trust Problem



Archives & AI Trust 

Issues
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“AI harvester activity is a huge 

problem for us. Like an 

ongoing DDOS attack against 

our digital platforms”

“deeply concerned with 

exposing our collections to 

external tools to protect the 

privacy of individuals 

represented in collections and 

copyright”

“We are also getting 

increasing inquiries from 

depositors who are concerned 

with usage of their work by AI 

via our IR”
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Trusting AI
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The problem extends beyond AI models

Many efforts to build trust in AI focus on improving models.

Archivists and cultural heritage professionals raised wider concerns in interviews:

Rights and fairness

Bias and discrimination

Copyright violations

Privacy violations and

data exploitation

Power and livelihoods

Data monopolies and

concentration of power

Potential job losses

Accountability and impacts

Lack of transparency

and explainability

Environmental and social

impacts of unfair AI

Non-compliance with

growing regulation

Better model performance alone cannot address these issues.

We also need to trust the arrangements governing AI’s use.



Some General Requirements for AI Trust 
(without any claim to comprehensiveness)
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Many different AI Governance Laws, 

Standards, Policies and Approaches 

are emerging . . .

• US Executive Order on Promoting Advanced 

Artificial Intelligence Innovation and Security 

(2026)

• Canada - governance is established through 

centralized standard-setting bodies and cross-

border agreements, such as the Canada-EU 

Memorandum of Understanding on Artificial 

Intelligence (2025) and specialized technical 

bodies like the Canadian Artificial Intelligence 

Safety Institute (CAISI). 

• EU AI Act (2024)

• ISO/IEC 42001 (2023)

• NIST AI 100-1 Risk Management Framework (AI 

RMF 1.0) (2023)

But laws, standards & policies alone are not sufficient – they are difficult 

to implement & enforce; they are post facto rather than ab initio
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Language, records and infrastructure 

constitute social reality (Lemieux, 2022, chp. 8)

 -Egan and Shera (1968) – recorded knowledge as a 

foundation of cultural continuity and collective understanding

 -Hardwig (1991) - role of trust in knowledge

 -Innis (1950) and McLuhan (1964) – communication 

media shape institutional reach and continuity across space 

and time

 -Easterling (2014) – infrastructure as an active medium 

of governance

 -Bratton (2016) – platforms reorganize sovereignty

 

Infrastructure as a form of Governable Digital Territory

2020 NSERC Discovery Grant: Solving the Data Double Spending Problem

How can a person or an organization use AI while retaining authority over their records? 

How can blockchain make those arrangements more trustworthy?
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Clio-X as a Governable Digital 

Territory for AI Use 



10

Clio-X is a data space that uses blockchain to bring approved AI tools to records within 

controlled environments, enabling custodians to retain authority over access and use and 

placing AI trust into a workflow.  

It was developed as one outcome of InterPARES Trust AI research (RA-06)

What is Clio-X?



Clio-X turns authority over access and use and AI 

Trust into a governed workflow

0
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HOW IT WORKS

01 An authorized user initiates an AI-
assisted workflow involving 
fragmented or rights-governed data.

02
ClioX brings approved models and 
computation to the data, securely 
orchestrating access without centralizing 
or transferring the underlying records.

03
ClioX verifies identity, purpose, 
permissions, consent and licensing rules; 
automates approved low-risk actions and 
routes exceptions or consequential 
decisions to human review.

04
Reduced turnaround time, backlog and 
cost per case while data remains under 
custodial control and every governed 
interaction produces a verifiable audit 
trail.

CLIOX INVESTOR PITCH DECK 
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Experimenting with Clio-X
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Design & Action research 

research with Esther Olembe, 

National Archivist of 

Cameroon

Demonstrated core functional 

capability of Clio-X to enable 

organizations to use AI while 

retaining authority over 

records (robustness, 

controllability & alignment), 

transparency and enablement 

of accountability 

(transparency & monitoring)

Making AI Governable: Clio-X, Public Records, and 
Community-Based Digital Statecraft in Cameroon

Fig. 1: From Gazette to Visual/Textual Output. 

2 Decrees; 1 Order March-May 1994 

(constrained by the limited amount of archival 

data that is digitized in Cameroon)
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Design research with two former students 

Chris Zhou and Brandon Li

Demonstrated Alignment (Accuracy & 

Environmental Sustainability)

Privacy-Preserving, Accurate & Sustainable Conversational 
Search with Index-Aware RAG
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Design research with Brandon Li

Developed a prototype with the 

capabilities to achieve functional 

capability to enable archives to use 

AI through Europeana while 

retaining

Demonstrated Robustness, 

Controllability, Alignment, 

Transparency, enablement of 

Accountability, Transparency & 

Monitoring

Adding Governed AI Compute to a European Cultural 
Heritage Data Space



16

Experimental research with former 

student Elena Chuang

Supported a deeper understanding 

of the issues around Transparency 

and AI Safety

The Limits of Transparency
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Ongoing research funded by CIFAR 

in collaboration with Jacob Taylor 

and other researchers in the 

National Indigenous Economic 

Prosperity Institute at First 

Nations University

The project pairs Indigenous 

worldviews with computer science, 

embodying what Mi’kmaq Elder 

Albert Marshall termed “Two-Eyed 

Seeing” to show how the collective 

governance capabilities of blockchain 

can support alignment with a 

specific community’s ethical and 

cultural values

Indigenous AI Safety – Governing the AI Commons
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Research with Dr. Satoru Nakamoru, 

Tokyo University, Japan & 

Dr. Gabriella Laatikainen, VTT Labs, 

Finland

Designed a prototype that measures 

energy and water usage for Clio-X 

compute jobs. Planning to run 

computational consumer choice 

experiments to assess the effects of 

transparency. 

Demonstrating alignment

Transparency & Sustainability 



Clio-X findings and anticipated findings

Experiment Robustness Transparency Controllability Alignment Monitoring

Cameroon ✓ ✓ ✓
✓ Sovereignty
preservation ✓

Index-Aware RAG
✓ Accuracy and
environmental

sustainability

Europeana

integration
✓ ✓ ✓

✓ Sovereignty
preservation ✓

Indigenous AI

safety

✓ Sovereignty
preservation

Environmental

sustainability
✓ Sustainability

Findings to date and anticipated findings are shown together.
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Conclusion
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