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o' Bank transfer

Kopija:
Predmet: RE: Bankowni transfer

qplatm 9700 @anku kako slijedi:

Valuta: EUR

Naziv : Angnetha Sjoberg

banke Naziv: Nordea BANK PLC

adresa :Smalandsgatan 17,10571 Stockholm Sweden Swift code: NDEASESS
IBAN: SE9630000000006712014841

Account no : 6712014841

Molimo da prijenos odmah | recite mi kada ste gotovi.

S postovanjiem,
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*** VIRUS ***URGENT ORDER CONFIRMATION

To undisdosed-recipients:

Urgent order confirmati... _
1 370 KB

Good Day,
We would like to get your discount price for the order attached file.

Due to the urgency, Can you Kindly issue us your proforma invoice with your best price and terms
of payment equally spelled out.

Waiting urgently for your prompt action.

Best Regards

Giovanna Lorenzo
Sales Manager

MEDICAL
EQUIPMENT




From: on behalf of

: notianiAmazoniemailfaddresss/01/2014 7:55 PM
Amazongemanagement@mazoncanada.ca> Y S
S (notestheimissing Alin Amazo,m,)
To: @sheridanc,on.ca o gzt
Cc
Subject: Suspension

amazon.com

Dear Client, || <l— Generic nen-personalizedigreeting

We have sentyou this e-mail, hecause we have strong reason to belive, your account has heen used by someone

else.ln order to prevent any fraudulent activity from occurring we are required to open an investigation into this matter.

Yeye locked your Amazon account, and you have 36 hours to verify it, or we have the right to terminate it.

To confirm your identity with us click the link bellow:

hitps i amazon.comfexeciohidosisign-in.html

Hoyering overthelink:reveals; it points:te.a.non-Amazoen
site - "httpi/iredirect:kereskedj.com” a

The Amazon Associates Team

Sincerely,

© 1986-2013, Amazon.com, Inc. or its affiliates




Posiljatelj: "Raiffeisenbank.” <support@we-are.team=

Subject. Neki podaci na vaSem racunu nedostaje ili nije ispravan |

Neki podaci na vaSem raCunu nedostaje ili nije ispravan
moramo povremeno provjeravamo podatke o racunu Jam&imo da nasi korisnici mogu koristiti nase usluge propisno.

AZurirajte odmah vase podatke za nastavak uZivate u svim prednostima svog racuna.
AKo ne aZurirati svoje podatke u roku od 2 dana, hoce ograniciti upotrebu racuna

Azuriranje podataka

https://royalbioenergy.com/wp-admin/w8hyr.php



Posiljatelj: Olt Direcwtur@;gie.rb

Poslano: 20. veljace 2020, 10T
Primatelj: no-reply@microsoft.net
Predmet: Va3 racun za e-postu treba odmah potvrditi

MICROSOFT VAZNA OBAVIJEST

Vas ratun za e-postu treba odmah potwrditi ili ¢e vas racun za e-poStu biti obustavljen ako nije potvrden

sada.
https:j'ﬁsrn::drnissinnsmﬁ:situ.l:nm,frnysitn .

Hwvala na razumijevanju

Microsoftov tim za provjeru



Hrvatska posta

\\v

Dragi kupce,

Obavjestavamo vas da vasa posSiljka ceka dostavu.
Potvrdite uplatu od 22.99 kuna na donjoj poveznici.

Napomena: postupak provjere mora se obaviti u sljedec¢ih 02 dan

Kliknite donju poveznicu :

httns://www.oosteihr/_p_a_yment

< Back to the store

Shipping code: IL /
2938456 Modify

Standard Pack

fee

“ Payment details

speedpost

Additional shipping

fa

22,99 HRK

Name* Surname*

Total

22,99 HRK >

Card number*

XXX XXXX XXXX XXXX

ale of Expiry



Besplatna distribucija zastitne opreme Covid-19 (Ministarstvo zdravlja)

Prima undisclosed-re

fainost ove poruke: Visoko.
ko s¢ pojavijuju prablemi vezani uz nadin prikaza ove poruke, kliknite ovdje da biste je pogledali u web-pregledniku

Y covid-19_besplatna zadtitna oprema-pdf.zip -
! Datoteka- zi p

T ——

g Republika Hrvatska
‘E;: Ministarstvo zdravlja

Postovani gradani

Sukladno Elanku 3. Zakona o unutarnjem zakonodavstvu od 25-4-2020 (Vlada Hrvatske 42 / A / 25-4-2020) "Hitne mjere za sprieavanje i ograni€enje Sirenja koronavirusa®.

Mi, Ministarstvo zdravstva RH, u suradnji s hrvatskem vladom Zelime besplatno pedijeliti maske za lice Covid-19, respirater, ispitne strojeve i drugu zastitnu opremu covid-19 svim hrvatskim registriranim tvrtkama, a koordinira Srediénje vijede Zdr

priloZeni obrazac i provijerite je li na tom obrascu napisan tofan broj zaposlenika i adresa tvrtke.
Ispunite priloZeni obrazac i po3aljite nam kopiju prije zatvaranja danas i veselimo se vasem brzom odgovoru.
Sve popunjene obrasce posaljite na ovu e-mail adresu;

pozdravi

Republika
Hrvatska

Ministarstvo
zdravlja E

Prof. dr. sc. Vili Berod
Ministarstvo rdravija

REPUBLIKA HRVATSKA MINISTARSTVO ZDRAVLJA

Ksaver 200a, 10000, Zagreb, Croatia
elephone: (+385 )1 4670 555




S VIRUS ***RE: ZAHTIEV ZA PONUDU (Sveudilitte u Zagreby) EUIS/BULGS

Ff, University of €&

Zagreb
8

Pozdrav sa Sveudilidta u Zagrebu,
Paznja:

U skladu s dobrim preporukama Vase tvrtke, mi smo Sveudiliste u Zagrebu pod
vodstvom profesora Damira Borasa.

Potrebna nam je vasa cijena za nas proracun za 2022. godinu (u prilogu).

Posaljite svoju ponudu na ili prije roka 5. ozujka 2022,

‘Erasmus+i

ZAGRES O ) Department ~8|ology|

ISveudiliSte u Zagrebu

rg Republike Hrvatske 14
10000 Zagreb, Croatia
elephone: +385 1 4564 111
ax: +385 1 4830 602

lica kralja Zvonimira 8

10000 Zagreb, Croatia
elephone: +385 1 4698 100
ax: +385 1 4698 141

IN: 36612267447
s-mall’ unizginfo@uniza hr
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| Introduction

o Digital corpora are crucial for the study of phenomena in human languages,
as they enable researchers access to a vast collection of textual data, which
can be employed for building machine learning models that are applicable to
several tasks

o specialy crafted corpora can also be used for teaching purposes in
various courses in higher education

o for the Croatian language there is an evident lack of recent research in the
field of phishing detection, and especially in research of corpora that are
essential for conducting analyses and for building models ‘

‘ high-quality and domain-specific textual corpora is of great importanc‘



Phishing

Phishing attack

Phishing
detection

Phishing
datasets

a type of social engineering in which an attacker
poses as a reliable entity in order to deceive a victim
into disclosing sensitive information

the effort to recognize and stop phishing attacks on
people and business enterprises, and as such
represents a crucial endeavor in the field of
information and cyber security

purposefully crafted and prepared in order to
account for linguistic and technical nuances



|l Research - NLP

Set A
originally Croatian

|

520 Phishing

E-mails

Set B
originally in English
and translated into

Croatian

l Collecting
e-mails

Frequency
of tokens

02

L

03

[

Pre-
processing

04

[ .

Frequent

Terminology

Context
analysis



Collecting e-maills

» dataset was acquired and crafted by extracting data that
derived from several personal official e-mail accounts
o Set A contains 260 e-mails originally written in Croatian
(not necessarily grammatically correct)
o Set B contains 260 e-mails originally written in English
and translated automatically into Croatian with Google
Translate and without any post-editing
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Frequency of tokens

Set A

mostly nouns and
vocabulary related to
financial fraud, valuable
data, verbs reflecting
communication of
receiving and giving

Set B

contains mostly obscene
vocabulary, mentions
websites and e-mails as
means of communication,
transaction-related data

Set A
Nouns Verbs
banka kontaktirati
fond modi
e-posta poslati
ime moliti
racun dobiti
adresa zeljeti
sredstvo primiti
broj odgovoriti
podatak pomoci

pozdrav dati

Set B
Nouns Verbs
djevojka zeljeti
e-posta traziti
stranica  razgovarati
racun podijeliti
pratnja poslati
usluga kontakirati
pozdrav moliti
transakcija  pogledati
url pozivati
mreza pomodi
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Frequent Terminology

Set A

contains mostly nouns and
vocabulary related to financial
fraud (banka — bank), valuable
data (racun — account), verbs
reflecting communication of
receiving and giving, sending,
helping, replying, and mentions.

Set B

contains mostly obscene
vocabulary (djevojka — girl),
mentions websites and e-mails
as means of communication (e-
posta — e-mail), transaction-
related data (raCun — account)

Set A
Nouns Verbs
banka kontaktirati
fond mMOCi
e-posta poslati
ime moliti
racun dobiti
adresa zeljeti
sredstvo primiti
broj odgovoriti

Set B
Nouns Verbs
djevojka zeljeti
e-posta traziti
stranica razgovarati
racun podijeliti
pratnja poslati
usluga kontakirati
pozdrav moliti
transakcija pogledati
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Context analysis

- Concordance analysis - examining and comprehending context

Set A

often contain urgency, more
focused on financial fraud,
therefore using words such as
odmah — immediately and
sada — now

Set B

begging for help or asking for
a conversation, hence the of
use of verbs, such as
razgovarati — talk and podijeliti
— share (both used more than
40 times)

accompanied by a call to click
on links that were integrated
into the text body of e-mails (95
times out of 260 e-mails).

Set A
odmah (44) — immediately

savjetujemo da odmah poSaljete svoje
ime, kontakt adresu i broj mobilnog telefona

ako budem placen, odmah ¢u unistiti video
(MMF) Africke regije odmah unutar
sljedecih 168 sati.

Napomena: odmah po zaklju€ku transakcije
imate pravo na 45%

kontaktirajte me odmah za daljnju
komunikaciju

sada (60) — now

Sada kontaktirajte Sluzbu za korisnike UBA
banke

Set B
odmah (5) — immediately

razgovarati (44) — talk

pregledajte nasu stranicu i
razgovarajte -> https:

privatne fotografije Razgovarajte
sada (samo unesite svoju e-postu)

podijeliti (44) — share

Podijelit éu datoteku s vama

Podijelit ¢u slike i viSe detalja o sebi
¢im mi se javite
sada (41) — now
Mozemo li sada uspostaviti

video poziv



N-grams

- continuous sequences of words or symbols, or tokens

Set A

2-grams
postovani korisniCe — dear user, bankovni racun — bank
account, banka africa — bank Africa, broj telefona — phone
number, kartice adresu — card address, atm kartica — ATM
card, posaljite informacije — send information, milijun dolara —
million dollars, poSaljite podatke — send data, visa kartice —
Visa cards, prijenos sredstava — money transfer, najbliza
rodbina — close relatives, odmah odgovorite — answer
immediately etc.
3-grams
united bank africa — united bank Africa, atm kartice adresa —
ATM card address, telefon godine spol — phone years gender,
poSaljite podatke visa — send Visa data, iznos milijun tisu¢a —
amount million thousands, postovani korisni¢e racuna/poste —
dear account/mail user, medunarodni monetarni fond —
International Monetary Fund

Set B

2-grams
zgodna pratilja — handsome companion, povremeni
spojevi — occasional dates, craigslist zakona —
craigslist law, tajna zajednica — secret community,
nabaviti zgodne — get a pretty, usluga pratnje —
escort service

3-grams
no¢ povremene spojeve — night occasional dates,
odjeljku craigslist zakona — craigslist law section,
rastuca tajna zajednica — growing secret community,
nabavite zgodne djevojke — find hot girls, djevojka na
poziv — call girl, tajna zajednica nsa — secret NSA
community, etc.



YpOS On purpose

Spot the Difference?

maybank2u.com is not the same as
maybank2u.com

citim.com is not the same as
citilkadccom

(the\ﬁ‘(st one is correct, the second one
is from hackers)

The "a" in the later url is a cyrillic
alphabet.

An average internet user can easily fall
for this. Be careful for every mail

requiring you to click on a link.

Please Stay Alert

icrosoft.com



Conclusion — part |

e Set A contains content related to finance, personal data, bank details, business
offers, funding and payments

(@)

(@)

Mainly sent to undisclosed recipients

Messages often include e-mail addresses as a malicious means for connecting
with victims

Content: finance, personal data, bank details, business offers, funding and

payments

e Set B contains more mature and obscene content

(@)

Mainly sent to personal e-mail (addresses from web: research papers,
speeches)

contain more web links, enticing potential victims to click on them and
Instructing victims to disclose private or sensitive information

Content: more mature and obscene content



Research - ML
Ensemble learning methods

Ensemble learning methods are used in machine
learning to combine predictions from multiple
models in order to improve predictive performance.

uses different models (e.g. Linear Regression for regression tasks,
or Logistic Regression for binary classification) on the same dataset
and another model to learn how to make predictions.

aim to change the training data in order to focus on examples that
were erroneously predicted during previous fitting of models on the
training dataset



Il Ensemble learning methods

uses multiple Decision Trees on different samples of the same
dataset, and then averages predictions. It is often used in
statistics on small datasets, where many training datasets can be
prepared to achieve an overall better estimation.

Bagging
(Bootstra employs different members of an ensemble group; uses

p replacement, meaning that once the instance (row) is selected, it is
Ag greg atio n) returned, and can be selected again — used on small datasets

Random Forest — contains numerous Decision Trees on different
subsets of a dataset - final decision based on the maximum vot
of predictions (useful when individual trees are not correlated) ’



Ensemble learning methods

uses different models (e.g. Linear Regression for
regression tasks, or Logistic Regression for binary
classification) on the same dataset and another model to
learn how to make predictions.

Stacking

aims to change the training data in order to focus on
_ examples that were erroneously predicted during
Boostli ng previous fitting of models on the training dataset ‘



Category Description Example

Obavijest: Vasa kompenzacijska bankovna kartica
na bankomatu u vrijednosti od 1.500.000,00
dolara registrirana je kod voditelja kurira DHL-a g.
Marka Adjovija. Radi trenutne isporuke
kontaktirajte ga putem e-poste
(dhicourierexpressbj1@outlook.com) za vise
informacija o tome kako Cete je zatraZiti

commercial phishing e-mails with the aim Translation:

to scam users for monetary benefit Your bank card valuable 1.500.000,00 is
registered on DHL, by M.A. Please contact by
mail (dhlcourierexpressbjl@outlook.com) how to
ask your bank card:

Finances



Category

Health

Description

offers and promises life changing products
that do not exist, in order to acquire
valuable personal information from victims

Example

Nasi vjerni kupci u posljednjin deset godina vec¢ su
se uvijerili u uCinkovitost prirodnih pripravaka
Naturelle za poboljSanje zdravlja: Snaga daha stiti
tijelo od svih vrsta sezonskih respiratornih alergija.
Mountain Top uspjeSno poveéava otpornost
organizma na opasne viruse i bakterije. [...]

Translation:

Our loyal customers in the last 10 years have
been convinced that our products Naturell have
successfully improved your health from respiratory
alergies.....



Category

Adult
content

Short
communic
ation

Description

e-mails containing erotic and raunchy
content, or having allusions to
pornographic topics, nudity, explicit sexual
material or violence

short e-mails containing brief and generic
greetings to encourage victims to continue
a conversation in which they provide
sensitive information to the attacker

Example

Bok, ja sam lokalna djevojka iz vaseg podrucja.
Mozemo li se nac¢i nasamo? Odgovori mi da ili ne
na moju privatnu postu >jadmesm256@gmail.com

Translation:
Hello, | am a local girl from the neigbourhood. Can
we meet alone? Answer yes/ no on my mail

Draga moja, jesi li primila poruku koju sam ti
poslao? Pozdrav, Jerry Ngessan

Translation:
Hello dear, have you recived the message | have
sent?



Dataset characteristics

A large amount of phishing Set A Set B
e-mails focuses on the Training  Test Training Test
financial aspect of victims, set set set set
asks for valuable data or
directly for money, employs

No. e-mails 250 25 250 25

blackmailing strategies, ™= Finances 89 11 90 10
presents inappropriate — Health 8 2 17 5
services, asks for charit

. . y Adult content 94 8 103 9
donations or promises
lottery wins.

Sho_rt | 59 4 40 :
communication



Prediction of categories

(Finances, Health, Adult content, Short communication)

When comparing prediction Set A

outcomes, accuracy and F1
measures achieved similar
resul_ts: The highest | LR 0.684 0.686
predictions were achieved

by the algorithms Random RF 0.767
Forgst and AdaBoost, KNN 0.704 0.691
ranging from ca. 71% up to

ca. 77% for accuracy and NB 0.460 0.454

F1 scores
AB 0.748 0.743

Algorithm | Accuracy F1

Set B

Accuracy

0.680
0.732
0.648
0.448

0.760

F1




Confusion
Matrix

The confusion matrix is a
predictive analytics tool used
widely in machine learning
and in various classification
tasks. It is a summarized
NxN table that presents the
number of correct and
incorrect predictions in a
classification task, and
therefore estimates the
performance of a
classification algorithm.

Actual

Actusl

Predicted

Finances Health Adult content Short communication

13.7 % 14.5 %
| i 1.1 % 0.0 %
Adult content 12.1% 0.0 % 19.4 %
Short communication 8.8 % 0.0 % 10.5 % 66.1 %
)3 91 2 95 62
Set A — Confusion Matrix
Predicted

T7e Health Adult content Short communication

FinanS.O % 9.6 % 212 %

Health 152 % 25.0 % 0.9 % 0.0 %

Adult content 61%  00% 152 %

Short communication 9.1% 0.0 % 8.8 % 63.6 %

1 99 4 114 33

Set B — Confusion Matrix

89

94

59

250

90

17

103

40

250



. Set A - Predicted and Tested by Categor

Results of predicted e
and tested accuracies -
Table 1 - results of tested and predicted scores 65
across all four categories for Set A 30

20

o accuracy of tested scores is lower than accuracy 10
a 0
Of predICted Scores’ genera”y by 2-6% Finances Health Adult content Short communication

Table 2 - results of tested and predicted scores :APredicted WA Tested
across all four categories for Set B
Both - significant variations among categories Sei-bi- Predited and Tested by Category

100
90
80

decline of tested accuracy scores in all 10

60

categories, but smallest in Finances (most o
represented) o

30

the most significant decline was in Health 20

10

category (72% in Set A and 70% in Set B), with L - o -
Inances 1ealt ult content Short communication
the smallest amount of training data B Predicted W B Tested




Conclusion — part Il

Research on two sets, differentiated by language originality
Training and test sets were imbalanced in terms of categories

o most represented: ,Finances” and “Adult content”

o least represented: “Health”
o all of phishing e-mails deal more or less with financial issues, and therefore can belong to
multiple categories - main limitation of this research
Results in this paper confirm that predicted accuracy increases with data quantity (best
predictions were obtained by Random Forest and AdaBoost.
best predictions are obtained for categories that were most represented in datasets, whereas
worst results were obtained for the least represented category “Health”

In order to improve accuracy results -> increase sample size, equalize the number of phishing
e-mails that are used for in training and test sets, and harmonize the length of phishing

messages. ‘



