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Hello, everyone!

It’s a delight to be able to share our work on Al, archives, and
recordkeeping with everyone here at SAA!

While | cannot be there in person, please know that | am very much
with you all in spirit, and | am thrilled that you have the exceptional
Dr. Pat Franks with you in person.

You can just imagine Pat’s volume up to 10 and her sophistication
down to 4 if you want the Darra experience.




“It is well known that there
£ is no widely accepted
“So what is Al? definition of Artificial

0 Intelligence (Al)” ~Wang
(2019)
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Artificial Intelligence Cybernetics Problem Solving Deep Learning Machine learning Robotics Neural networks

“Artificial Intelligence is software that can anticipate how a
human would act, and then perform that action. It can learn
to be more precise in its decision-making the more data it

has, and through the algorithms it deploys.”

~Interview with Elizabeth Perkes, Utah Department of Government Operations,
Division of Archives and Records Service, Electronic Records Archivist 8/23/2022.
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Deep
Learning

e “To the larger community of
computer science and

Expert Systems information technology, Al is

Constraint Progray sterl , usually identified by the

techniques grown from it”

(Wang, 2019)

* Andrea Asperti, “The Deep
Learning Revolution in Al”
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Machine Learning (ML)

Machine learning is a branch of artificial
intelligence (Al) and computer science
that focuses on data and algorithms to
imitate how humans learn, gradually
Improving accuracy. ~IBM



Machine
Learning

Source: DGI presentation by
Collabware — www.collabware.com

Supervised
Learning

Fixed data for training
Data Set (ex. Corpus of Invoices)

Outcome: (ex. Identification of New
Documents as Invoices (yes/no))

Unsupervised
Learning

Variable data for enrichment.
Data Set (ex. Corpus of Invoices)
Outcome: (ex. Cluster & Label

Invoices by Vendor, Product, Terms,
etc.)

Reinforcement

Learning

Variable data for prediction
Data Set (ex. Corpus of Invoices)

Outcome: (ex. Predict vendors inclined
to provide additional discounts)






Hybrid Intelligence

... a method for artificial
intelligence and humans to work
together to achieve desired

outcomes and learn from one

another.




Conversational Al: What Could Go Wrong?

TWEETS FOLLOWERS

100K 215K

TayTweets & @TayandYou's Tweets are protected.

s Only confirmed followers have access to @TayandYou's Tweats and complete profile. Click
The official account of Tay, Microsoft's the "Follow" button to send a follow request

Al fam from the internet that's got zero
chill! The more you talk the smarter Tay

‘-‘;”’ It took less than 16 hours for Tay to
the internats
£ tay.ailtabout begin spouting misogynistic and racist

3 [ remarks.



Meta lets algorithm pick 60
employees to fire

Image: This another step in the move to embrace 'black box' Al procedures ~ Dev Kundaliya, Computing, 8/22/22
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Porsche’s Formula E project
Formula for Success Driver
Beginning in 2018, Porsche built a —
machine-learning system with limited Data + Team + Trust Overriding
data and a mixed bag of talent. Element

TAG Heuer Porsche Formula E Team
clinches historic one-two finish

In Feb. 2022, the Team celebrated its
greatest success to date with a one-
two victory at the Mexico City E-Prix.




Infuse - Operationalize Al throughout the business |

Modernize
Make your data ready

foran Al and hybrid
Organize - Create a business-ready analytics foundation cloud world
Collect - Make data simple and accessible

Analyze - Build and scale Al with trust and transparency I

Figure 1-1. The Al Ladder, a guiding strategy for organizations to
transform their business by connecting data and AL

The Al Ladder, IBM
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S what???

e —————

* Al is EVERYWHERE...driving cars, deciding who gets a mortgage and
who gets released from prison....

e But, this ubiquity doesn’t mean we’ve figured Al out:

* RIM challenges, ranging from provenance and classification to
destruction

* Legal challenges, including agency and accountability

* Ethical challenges including explainability/transparency and
bias/discrimination
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RIM Lifecycle

Create: The lifecycle begins when useful or
relevant information is received or created in a
variety of formats using different equipment and
technologies.

i)

DESTROY OR
PRESERVE

CREATE

Use: Information is transferred to or accessed by
those who need it and used in the course of
business operations.

Store: Information is filed or stored according to
a classification scheme to permit quick retrieval

and maintained and protected to safeguard the

integrity of the information over time.

Kl o

Destroy or Preserve: At the end of its retention
period when it has no legal fiscal or administrative
value, information is securely destroyed or
preserved permanently for historical or research
purposes.

Eb
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Store #05666

3515 DEL MAR HTS,RD
SAN DIEGO, CA 92130
(858) 792-7040

Register #4 Transaction #571140
Cashier #56661020 8/20/17 5:45PM

wel Iness+ with Plenti

Plenti Card#: 3IXXXXKXXXXX4553
1 G2 RETRACT BOLD BLK 2PK 1997

SALE 1/1.99, Reg 1/4.69
Discount 2.70-

1 Items Subtotal 1.99
Tax .15

Total 2.14

*xMASTERx 2.14

MASTER card x #XXXXXKXXXXXX3485

App #AA APPROVAL AUTO
Ref # 05639E _
Entry Method: Chip

OCR Receipt Example

Output

Store #056663515

DEL MAR HTS,RD

SAN DIEGO, CA 92130

(858) 792-7040Register #4 Transaction
#571140

Cashier #56661020 8/20/17
5:45PMwellnesst+ with Plenti

Plenti Card#: 31 XXXXXXXXXX4553

1 G2 RETRACT BOLD BLK 2PK 1.99 T
SALE 1/1.99, Reg 1/4.69

Discount 2.70-

1 Items Subtotal 1.99
Tax .15

Total 2.14

*XMASTER* 2.14

MASTER card * #XXXXXXXXXXXX548S
Apo #AA APPROVAL AUTO

Ref # 05639E

Entry Method: Chip

OCR (optical character recognition) captures text
and converts it machine-readable unstructured
characters. Vendors need to process OCR results

with machine learning to turn machine-readable
data into machine-actionable data.

‘ | Ingest

Classify and separate multi-page
documents to identify relevant
pages. CMR Plus then
contextualises data using Deep
Learning and Natural Language
Processing (NLP)

Al Creation & Capture: Data Ingestion

2 ,g;,t?'—ff' =N

:? Understand
U\ &Learn

Self-learning product
uses Deep Learning to
automatically learn data
variances and builds data
models for precision-based
extraction and digitisation

Digitise all document
types, including images and
handwritten data, regardless of
format and label variances

Report
f/
Eliminate operational ‘ |nsight
bottlenecks. Use reports | |
to monitor, optimise -\
and prioritise resources ?M

Gain actionable insights
through the extracted
data from the intuitive

user interface (Ul)

CMR (cognitive machine reading) transforms paper
and electronic documents into business-ready data.
It combines the power of Al technologies such as
Natural Language Proessing (NLP), Machine Vision,
Natural Language Modeling (NLM) and Machine
Learning (ML) to automatically pre-process, classify,
extract, and validate all types of data.



Al OCR

* Data extractl%n

e Validation &
Correction
prompts for the
Human-in-the
Loop)

€ Reviewip y .
“viewing

Basic Information

+/ Document ID

Vendor & Customer

PO Box 9430 Scoresby VIC 3179 46

Fastfix Ltd. Eight Mile Court

:
s '
Invoice

I Fastfix Lid

Eight Mi
yh Lz
stle
8TW
United Kingdom (GB)

Customer:Project
FASTFIX Ltd
Terms Due Date

75 days from 152019
invoice

Code

AAE10B540-730

Aquadapt #10 EPDM Black 400-730mm
ARTES5B370-150

Square Pipe Flashe EPDM
100-150mm

AATFG75-325

Aquadapt #4 EPDM Gre

AFE4T90-120

FlachRite #4 FPNM Grav QN.150mm

https://rossum.ai/data-capture/

Deliver T

Mile Court

h Lane

stle
TN158TW
United Kingdom (GB)

SN
S1742

Your PO No.
54830

Quantity

Black

)y Rossum € Help

TT{#INV164382
#INV164382|

Document ID

X v .

S/0 number
Sales Order #S504984734


https://rossum.ai/data-capture/

Classify: NLP & Text Classification

Positive Neutral Negative

A

Virtual
assistants
(Siri)

>

\

AN

Sentiment Text e .
analysis / classification Text Classification
/]
7\ _/
22’ X z?’ J
f R |

Document

Language
translation

summary

Text Classification is the processing of Book Reviews
labeling or organizing text data into groups.

Sentiment Analysis is an important application of Text Classification



Autoclassification of Records — Using Alfresco and Al
artificial intelligence integrations

Document Analysis Advanced Text Analytics Image and Video
Amazon Textract Amazon Comprehend Analysis
Automatically extract Use natural language processing Amazon Rekognition

text and data from documents. to extract insights and Add video and image analysis
relationships from unstructured to applications to catalog
text.

assets, automate media
workflows and
extract meaning.

Source: Hyland Modernizing Al & AWS (Webinar): https://www.alfresco.com/ecm-software/alfresco-intelligence-services



https://www.alfresco.com/ecm-software/alfresco-intelligence-services
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Structured
Data

@ @ Near Real-time
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ﬂ Insights
\

-
Unstructured Data f‘%
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intelligent ecm software




Manage: Al Analytics

Value

What
happened?

Descriptive

Analytics

How can we
make it happen?

What will Prescriptive

happen?

Predictive

Why did it Rnalviica

happen?
Diagnostic
Analytics

.0k
\“g\g“

.
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Difficulty Cartrios

Pick Your Model

You don't have to be a data scientist to

leverage Al in BlueConic. Our user-friendly

interface offers models like CLV, propensity, and

lookalike right out of the box. Pick the ones you
want, apply them to your data, and schedule

the models to run as often as you need.

Al WORKBENCH

Propensity to buy

Look-alike

A Customer lifetime value




System

o7 Learning Ranking T

0 o

: y

CaseAssist .
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Casepoint: Advanced Analytics

to identify most relevant documents




Al-as-a-Service

The 3 Big Players:

Amazon Web Services (AWS)
Microsoft Azure

Google Cloud Platform (GCP)

Moving into their territory:
Salesforce

Oracle

SAP

Benefits of
INEEN

Scalability

Usability

Flexibility

Lower cost

Challenges of

INEER

Data governance

Lack of transparency

Reliance

Security



New Solutions
bring New
Challenges...

which means we
need to look for

newer

solutions © The real problem 1s not whether machines think
but whether men do.
(B. E. Skinner)




ARMA’s
Generally
Accepted
Recordkeeping
Principles

accountability

transparency
integrity
protection

compliance
availability
retention

disposition




Integrity

A recordkeeping program
shall be constructed so the
records and information
generated or managed by or
for the organization have a
reasonable and suitable
guarantee of authenticity
and reliability.

Beware of Deep Fakes

y 2
o e

Is this Ethical? Accuraté? Biased? Serve a useful purpose?
What evidence can weproduce?



https://medium.com/@PartnershipAI?source=post_page-----53d45cd615ac--------------------------------

The ITrustAl
Project

Corinne Rogers, PhD

Project Coordinator
InterPARES Trust Al
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01 02

Identifying personally Using underlying data
identifiable information without compromising
and managing records in privacy

compliance with

freedom of

information/privacy

laws

Some urgent practical problems

03

Figuring out where to
even start with looking
for Al-based privacy
solutions




We all know what privacy is, right?

Privacy is a concept in

disarray. [...] Privacyis £ '“ ﬂ

far too vague a concept @ |}

to guide adjudication B
and lawmaking |[...] > t*‘ / b [

’ WeII yes"but 'actually no

-Solove, 2006, p. 477



Privacy //E"““ Archives

/ dark archives

PIl Cultural Institutions

Privacy Law Access

The right to privacy The right to information

| Contextual integrity
"Sensitive" Information Declassification Reliability

Institutional policy
Health Information

Authenticity
Privacy Risk Managment

Accountability
Cyber security Trustworthiness
Topic modeling

Explainability
Digital Rights

interpretability
Machine Learning
Natural Language Processing
Training Data

Malware Detection

Al




Preserving Al as Paradata — RPO4

£

..........
........

P

...........
IMsnstacturs

= § e =
] ‘ "0 What do we need

to know that

metadata won’t

tell us & why is it
important?

IR
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ALEX DAVIES TRANSPORTATION FEB 28, 2816 2:84 PM

Google's Self-Driving Car Caused Its

First Crash

Google's self-driving car appears to have caused its first crash on February
14, when it changed lanes and put itself in the path of an oncoming bus.

First-ever self-driving vehicle crash report releasd. d
Nearly all the WA wrecks involved Teslas

June 15, 2022 at 4:13 pm | Updated June 15, 2022 at 5:51 pm

Who should be held accountable? The Elon Musk says Tesla will have self-
manufacturer? The driver? Both? Neither? driving cars without the need for human
drivers this fime next year

Fred Lambert - May. 22nd 2022 10:52 am PT ¥



In relation to Al, Paradata is ...

e information about
 the procedure(s) and tools
* used to create and process
* information resources,
* along with information about
* the persons carrying out those procedures
* and the outcomes



The National
Archives (TNA)
of the UK




Data Collection

PPTX
PDF CSV TXT

DOCX  XSLX
MSG

Boundary Set for Paradata

Azure Cognitive Search (ACS) Indexer

Entity Extraction

Key Phrase
Extraction

Text Cleaning

String Loading

Term
Scoring

Topic Model

Document
Classification

JSON
Generation

JSON

JSON JSON JSON
JSON JSON

HTML User
Interface

Processing Sequence —




Representations
& Display to
Promote Al

Process
Transparency

Microsoft Datasheets for Data Sets (2018) —
proposes every dataset used in Machine
Learning should document the motivation

, collection process,
recommended uses, etc. Questions are posed
that should be answered.

Example question related to Collection
Process:

What mechanisms or procedures were used to
collect the data (e.g., hardware apparatus or
sensor, manual human curation, software
program, software API)?




Representations & Display to Promote Al Process Transparency

ol Ol Goves osn Clasalies (2018) - Once the

ot e ) :“" Model Card Toolkit has populated the
— ) . Model Card with key metrics and

Tm graphs, developers can supplement

this with information regarding the

V4 7
Train Set
tion ncludes graphs s

trade-offs, and
otherwise unknown to model users.

Additional information on this example
card is a Quantitative Analysis section
showing graphics that visualize how
the Al performs for data sliced by
demographics such as race & sex.

Eval Set
ke the training set, we pre




Representations to Promote Al Process Transparency

Mortgage Evaluator Governance FactSheet

Created to demonstrate how development and deployment facts of a mortgage evaluation model can be recorded and viewed

% o All Facts View (] O Business Owner's View (O  DataScientist's View
DO Every fact collected from M Filtered to show just M Primarily data and model
concept to deployment business relevant facts metrics
O  Model Validator's View O  AIOpsEngineer's View
M Compares challenge model M Compares deployment
metrics metrics

Mortgage Evaluator
7/28/2020 7:37 PM (GMT+00:00)

Business Request

Governance

Purpose Predict mortgage approval
Risk Level High
Model Policy 1. Datasets must be approved and in data catalog.

2. Race, ethnicity, and gender of applicant cannot be used in models used to make mortgage related decisions.

3. Model predictive performance metrics must minimally include accuracy, balanced_accuracy and AUC score.

4. Models must be checked for bias using Disparate Impact.

5. Models must be checked for faithfulness of explanations.

6. Models must be checked for robustness to Adversarial attacks using Empirical Robustness metric.
7. Models must be checked for robustness to dataset shift.

- a collection of
relevant information (facts)
about the creation and
deployment of an Al model or
service, such as information
about the

or actions taken during the
creation and deployment
process of the model or
service.



Dissemination & Next Steps

Davet, J.; Hamidzadeh, B.; Franks, P;
Bunn, J. “Tracking the Functions of Al
as Paradata & Pursuing Archival
Accountability,” in Archiving 2022
Final Program and Proceedings, pp.
83-88.

Davet, J.; Hamidzadeh, B.; Franks, P.
“Archivist in the Machine: Paradata
for Al-Based Automation in the
Archives.” Blind copy submitted July
2022 for peer review to Archival
Science.

Clarify distinction between metadata &
Paradata.

Determine the extent of Paradata
required for interpretation.

Codify Paradata standards, deployment,
and collection methods.

Consider the effects of archives
resources on Paradata collection/ use.

Examine the extent of effects of
Paradata on Al development.

2021 - 2024



Major Takeaways
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" _It’s the same old song, but with a different meaning

e —————

* Al might be new (although not as new as it seems), but many of the
challenges with Al are not

* Digital recordkeeping challenges, from authenticity to transparency to
privacy abound

* Arrangement and description will be even more critical with Al-based
solutions

* Al is being built into ever more recordkeeping solutions, but the uncertain
regulatory landscape around Al requires caveat emptor

* Machines might be thinking, but that doesn’t mean we can trust their
judgment!



Thank you! Questions?

Dr. Pat Franks

patricia.franks@sjsu.edu



